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Reference Architecture



Permitting Process Flow
Intake & 

Registration

• Receive application and 
log into system

• Validate completeness 
and assign tracking ID

• Confirm initial fee 
payment and process

Prescreening & 
eligibility check

• Verify applicant identity 
and basic compliance

• Check zoning, land use, 
and regulatory 
prerequisites

• Flag missing documents 
or incorrect data

Detailed review & 
Assessment

• Conduct technical 
evaluation 

• Cross-check with other 
agencies for 
dependencies 

• Validate supporting 
documentation

• Assess fraud risk and 
regulatory adherence

• Identify high-risk projects 
for deeper scrutiny 

Public Posting & 
Stakeholder 

Feedback

• Publish permit details 
on official portal for 
public review

• Collect comments, 
objections, and 
stakeholder input

• Respond to queries and 
incorporate feedback 
where required

Decision & 
Issuance

• Approve, reject, or 
request amendments

• Generate permit 
documentation 

• Notify applicant and 
update internal systems

Monitoring & 
Enforcing

• Manage delivery/
Schedule inspections 
and compliance checks 

• Track adherence to 
permit conditions during 
execution 

• Manage amendments or 
renewals

Closure & 
Reporting

• Confirm completion 
or expiry 

• Archive records and 
produce audit reports 

• Conduct performance 
and impact analysis

AI Innovation Hotspots

Intake & Routing
• Auto-classify, extract key 

fields, route by policy
• OCR for forms, plans, 

emails
Identity Resolution

• Verify applicants, link 
records across systems

• Match entities; screen 
watchlists

Data Validation
• Check completeness, 

enforce required artifacts
• Auto-create case IDs and 

file structures

Eligibility Engine
• Convert policies into 

executable rules for 
consistent triage

• Version control with 
impact simulation

• Provide rationale for staff 
decisions

Geospatial Checks
• Automate zoning, heritage, 

flood map checks
• Flag permits in sensitive 

areas

Risk Prioritization
• Score for complexity and 

compliance risk
• Prioritize workloads and 

escalate sensitive cases

Evidence Summarization
• Deduplicate and 

summarize technical 
evidence

• Cross-link plans, studies, 
prior permits

• Generate reviewer briefs 
with citations

Compliance Review
• AI-assisted checks against 

codes and standards
• Flag non-conformities; 

suggest mitigations

Sensitive Data Protection
• Detect and redact PII/PHI 

for safe sharing
• Apply policy-driven 

redaction and 
watermarking

Comment Intake
• Consolidate feedback 

from all channels
• Detect duplicates and 

campaigns; tag by topic
Sentiment & Insights

• Cluster themes, summarize 
arguments, map to 
geography

• Surface equity and 
underserved community 
signals

Moderation
• Filter abusive content; 

auto-mask PII
• Provide escalation 

guidance

Decision Drafting
• Generate memos and 

notices with citations
• Assemble facts and 

conditions; maintain 
traceability

Conditions & Mitigation
• Apply standardized, 

parameterized conditions
• Suggest based on risk, 

location, project type

Issuance & Communications
• Automate packets and 

public notices
• Multi-language notices; 

audit-ready trails

Remote Sensing
• Monitor via satellite, drone, 

or fixed cameras
• Detect unauthorized works 

and environmental 
impacts

Telemetry & Anomaly 
Detection

• Track IoT data for 
emissions and operating 
hours

• Correlate with 
weather/events for 
inspection triage

Risk-Based Inspection
• Optimize schedules with 

dynamic risk scores
• Auto-generate checklists 

from permit conditions

Closure Verification
• Validate completion vs. 

approved plans
• Compare “as-built” 

submissions; flag gaps
Reporting & KPIs

• Automate performance 
dashboards and statutory 
reports

• Publish open data with 
privacy safeguards

Records & Disclosure
• Manage retention and 

FOI/FOIA requests
• Auto-classify, hold, search, 

and redact at scale



Internal 
Datasets

Component Architecture

Permitting 
Training Data

Production 
Permitting 
Systems

Ticketing 
Systems and 

Further 
Automation

Regulator 
Facing 

Operations

Document 
Creation/

Review 
Operations

GenAI Powered 
Document Generation 

and Review

Agentic AI 
Workflow

No-Code Basic 
Document Generation 

and Review

O365, Copilot Studio, 
Azure AI Foundry 

Integration

Customer Solution Layers
Customized UI and Datasets

Industry Specific Scenarios
Industry Specific Permitting 

Documents
Regulators Further Scenarios …Public Sector Permitting

Core GenAI for Permitting 
Solution Layer

Framework for Generative AI 
powered Document 

Generation and Review
Azure OpenAI, 
Semantic Kernal

Security Center, 
Gov Clouds

Azure Active
Directory

HPC, VMs, 
Compute Services

Azure Data Services 
& Agentic Workflow



Solution building blocks & flow

Automated Document Creation

Fully Automated Document Drafting

Memorization pipeline

AI Agents

Orchestration Layer

LLMS LLMS …

…

1
Existing 

Permitting 
Documents

Other Datasets

6 “Please draft a new 
Environmental Review”

Automated 
Document

Pre-Processing

Additional Custom 
Pipelines

Training corpus 
for section 1

Training corpus for 
section 2.. n

Al Agent and LLM 
orchestration

2

Create 
insights

Custom 
insights

Outline Editor for SME to 
tailor document outline3

Save in 
vector DB 

(Azure Al Search)

Permitting Training Data + Real Time Project
Specific Datasets + Company Datasets

Azure 
OpenAl GPT-4o AI Agents

Azure OpenAl Azure AI Foundry

……

Human Review and Refinement

Permitting Team and Workflow
7

Permitting & Regulatory 
Training Data

Company Datasets

Geographic and Seismic Data; 
Public Datasets; MCP Servers

5 4
All relevant 
datasets

8

Document 
created with 
reduced cost 

and time

9

GenAl Document Review and 
Submission to Regulator



Component Architecture – Technology Mapping

GitHub and Azure Container 
Registry deploy services. Once 

deployed, these services cannot be 
then reached from outside.

1

Azure Resource Group

Azure Resource Manager 

Azure VNET (Private Network – Uncontactable by the Outside World) Azure Container Apps
User Interfaces

Azure Services

Azure AI Search

Azure PostgreSQL 
Flexible Server

Azure Blob Storage

Azure Event 
Hubs

Azure SQL

Azure SignalR

Private 
Endpoint

Private 
Endpoint

Private 
Endpoint

Private 
Endpoint

Private 
Endpoint

Private 
Endpoint

Azure 
OpenAI

Private 
Endpoint

OR

Optional 
Endpoint for 
Teams and 

other custom 
integrations. 
Not included 

by default

Azure Kubernetes Services (AKS)

GitHub Azure Container Registry

BICEP, ARM Templates & Code 
for Deployment

Containers
Containers

Containers

The Web Front End for Doc Generation and 
Copilot Chat use Azure AD/Microsoft Entra 
auth. Internal data and services cannot be 

contacted by any other entity.

2
Optional external endpoints can be 
added for Teams integration or any 

other integration. They are not 
enabled by default.

3

Microsoft Orleans Cluster for internal coordination

Microsoft Orleans Silo

Microsoft Orleans Silo

Microsoft Orleans Silo
API

Web Front 
End

Microsoft 
Entra

Additional Integration Points

Automated Doc 
Drafting

Teams/Copilot/Custom Integration

Document 
Reviews



Public Sector Skilling Resources

Public Sector Center 
of Expertise and 
Digital Skills
Tools and insights to drive digital 
innovation within the public sector. 
Discover valuable lessons, expert 
insights, skill-building resources, and 
best practices designed to accelerate 
your AI and digital transformation 
journey.

aka.ms/PublicSectorDigitalSkills

https://aka.ms/PublicSectorDigitalSkills
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